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ABSTRACT 

 One of the most important issues in the oil and gas industry today is access to an effective and reliable system 

for damage detection and health monitoring of pipeline networks. With recent developments in the field of 

computing and electronics, wireless monitoring has become the preferred and most successful option.This study 

progresses a system for monitoring oil pipelines based on a wireless sensor network and acceleration 

measurement for early detection of harmful events that may be exposed to them such as breakage, drilling, and 

cutting to avoid the effects resulting from such events, which may lead to heavy losses in lives and the economy. 

The proposed system consists of sensor nodes consisting of a 32-bit ARM microcontroller, an accelerometer, and 

a Wi-Fi wireless transmission technology. The sensor nodes send the monitored data to the base station 

coordinator node. Four scenarios were simulated: the normal situation, the condition of the pipes being drilled 

with an electric drill, the condition of their exposure to being cut, and the condition of the knock by a hand 

hammer. Then the vibration signal captured for those cases is analyzed and processed. The results obtained 

showed the ability of the proposed system to detect harmful events that may be exposed to pipelines accurately . 
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INTRODUCTION 

Pipelines are the primary means most used to transport petroleum products such as oil and gas, chemicals, and 

other essential hydrocarbon fluids that serve as assets for the nation's economy. Oil and gas pipeline networks 

are the most economical and safest means of transporting crude oil and meet the great demand for efficiency and 

reliability [1]. However, because pipelines transport dangerous and highly flammable materials over long 

distances, the chance of serious accidents occurring in the pipelines increases as a result of intentional (due to 

third-party interference) or unintended damage. These accidents in pipelines lead to large successive economic 

losses and sometimes lead to loss of life in addition to serious environmental damage due to the interaction of 

gases with the atmosphere [2]. With the increase in terrorism and militancy, recent events show that pipeline 

threats are no longer just operational errors or corrosion as they once were. Most of the pipeline-related incidents 

are often the result of a third party, and concerns about oil pipeline are now terrorists, militants, and absurdists. 

Some may resort to tampering with oil pipelines to achieve material gains due to poverty and greed, Some 

people may resort to tampering with oil pipelines to achieve financial gain due to poverty and greed, and this is 

done by  cutting or drilling holes in the pipeline [3]. Therefore, oil pipeline monitoring techniques are considered 

very important to detect damage in a timely manner, or even predict damage before it occurs, as this helps to 

respond quickly and stop the discharge of oil or gas, and conduct maintenance work if required. Thus 

contributing to a significant reduction in the rate of losses and injuries resulting from pipeline failure [1]. And 

accordingly, pipeline inspection and monitoring techniques have gained increasing attention all over the world 

and have become an important research area that attracts many researchers [4]. 

Al-Mazidi et al. 2014 [5] proposed the design and simulation of a scalable, non-real-time system for monitoring 

pipeline leakage over long distances on the basis of RFID-WSN. A mobile sensor node is allowed to move inside 

the tubes as water flows from the source all the way to the sump. Each node registers its location based on its 
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exposure to RFID tagging signals fixed in fixed positions outside the tube surface. Nodes pool in the sump and 

the memory contents of each node are copied to a computer. This data includes all sensor and location readings 

and provides information on leakage cases and other information. J. C. Martins et al. [6] presented a study for the 

detection of leakage in the pipeline using acoustics and comprehensive balance techniques through inspection 

and monitoring at both ends of the inlet and outlet of pipelines. The results showed that both techniques 

(acoustics and mass balance) complement each other. The acoustic leak detection system sends an alarm more 

quickly and more accurately, provided the pipeline rupture occurs suddenly enough. On the other hand, leak 

detection by the mass balance method is able to measure the leakage flow rate very precisely and to detect 

gradual leaks. Z. Sun et al. [7] described a system for monitoring underground pipelines based on wireless sensor 

networks (WSN) technology and magnetic induction waveguide.  

Two types of sensors were used. One of them is placed on the outside of the pipe and the other inside. Both 

internal and external sensors provide data to identify and localize leakage in the pipeline. J. G. Ajao et al. [8] 

developed a system to detect theft and sabotage in oil pipelines. The system consists of an Arduino Uno unit as a 

microcontroller, a Piezo-electric sensor for vibration sensing, a GSM / GPS module, SMS / SIM card, and a 

conduit pipe (3)mm. The sensor transfers the vibration data to the microcontroller, which processes the data and 

compares it to the boundaries of the threshold value, and when it exceeds the limit, the GPS / GMS unit is 

triggered to send an alert via text messages (SMS), including the geographic location of the event status. M. 

Elleuchi et al. [9] presented a pipeline leak detection proposal based on soil moisture sensors and Arduino 

MEGA as a microcontroller. Soil moisture is measured to detect leakage. Several leakage scenarios were created 

during practical experiments in different locations. Where a quantity of water was poured near the soil moisture 

sensor, the experiment was repeated at different locations. The results showed that the proposed system is 

capable of detecting and identifying the location of the leak. A. H. Hadi et al. [10] proposed a system for 

monitoring pipelines based on (WSN). The system consists of two sensing nodes, each node is a vibration sensor 

and a Raspberry Pi as a microprocessor to process data on-site and transmit it wirelessly by means of Wi-Fi 

technology. 

THE PROPOSED SYSTEM 

The system is designed on the basis of a wireless sensor network and it consists of sensor nodes that are installed 

on the pipeline. These nodes consist of a vibration sensor (accelerometer), a microcontroller, a power supply, 

and a wireless communication unit that sends the vibration data wirelessly to the base station (the coordinator 

node). The base station consists of a microcontroller, a power source, and a wireless communication unit that 

enables it to communicate with the sensor nodes. The suggested system is easy to install, low in cost, low energy 

usage (long operating life), and compact in size and lightweight, so it does not add on the pipes extra loads. The 

proposed system is shown in Figure 1. 

 

Figure 1. Proposed system hardware. 



Designing and implementing oil pipeline monitoring system based on wireless sensor networks and vibration signal analysis 

 

197 
 

The sensor unit (Accelerometer) 

Accelerometers translate mechanical signals including stress and acceleration into electrical signals. Due to its 

precision, sensitivity, and dependable function, it is commonly used to diagnose faults, problems, and defects in 

different systems. Accelerometers (microelectromechanical sensors) are small in size, consume little power, are 

light in weight, and can perform well, making them very suitable for wireless systems applications [11]. In this 

work, the 3-axis ADXL345 accelerometer was chosen due to its good specifications and wide use in vibration 

research. A 3-axis ADXL345 accelerometer with 10-bit measurement resolution in the( ±2, ±4, and ±8) g ranges 

and 13-bit measurement resolution in the ±16 g range where (g) is an acceleration of about 9,807 m/s2 generated 

by earth gravity,  (-55°~105°) C operating temperature range, operating voltage (2.0 - 3.6V). The board will use 

the digital interface either I2C or SPI. The data output frequency ranges between 0.1 and 3200 Hz. 

 

Figure 2. ADXL345 Accelerometer 

Microcontroller unit  

Microcontrollers are used to perform tasks, process data, receive data from other sensor nodes, and decide the 

operator's behavior [12]. Nodemcu (esp8266) was chosen as the control unit for this work due to its good 

processing ability, low price, small size and being supported by Wi-Fi technology it uses TCP / IP to send data 

through wireless connection,  It is programmed with Arduino IDE software and supplied with 4MB storage 

capacity. NodeMCU is shown in Figure 3.[13].  

 

Figure 3. NodeMCU_ESP8266 

SPECIFICATIONS Of OIL PIPELINES AND NATURAL FREQUENCY 

Iraq has an extensive network of pipelines used to transport crude oil and natural gas from fields to refineries and 

to oil export platforms in Basra (southern Iraq) [10]. Tests in this work were used on a pipeline used locally to 

transport crude oil between storage tanks and the refinery at the Oil Pipeline Company in Dhi- Qar. 

Specifications of the tubes that were used in the test are shown in Table1. 
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Table 1. Oil Pipeline Specification 

Pipeline Product Crude oil Interval Between each Support 3.5 m 

Ends Type Plain Ends Length 50 m 

Pipe type Carbon Steel Height 8 inch 

Wall Thickness 6.3 mm Weight 14.78 kg/m 

Outer Diameter 219.1 mm Inner Diameter 213.56 mm 

SYSTEM SETUP AND TESTING 

To protect the wireless node from dust and other contaminants, a plastic enclosure is designed to surround the 

devices. The sensor nodes were fixed to the surface of the tube by tape, each node composed of a microcontroller 

(MCU) and ADXL345  accelerometer. The sensor nodes collect the pipe's vibration signals in real time and send 

that data wirelessly to the base station (coordinator). The system was tested by applying four scenarios as 

simulations of the harmful events that the pipe is exposed to. The first scenario represents the normal state, the 

absence of any harmful event. The second scenario is to expose the pipe to a hole with an electric drill. The third 

scenario represents exposing the pipe to a cutting condition by an electrical cutting machine. The fourth scenario 

represents exposing the pipe to a state of knocking with a hand hammer at a distance (2, 10, 25 and 50) meter 

from the sensor node. The knocking test with a hand hammer was applied to the pipeline on-site, while the 

cutting and drilling conditions were tested on a sample of the same pipe and the same specification of 4 meters 

long. 

SIGNAL PROCESSING AND DATA ANALYSIS 

The vibration data obtained from the sensor nodes are collected and then the signal is analyzed using statistics 

where a set of features are calculated, as below: 

Peak-to-Peak Value 

This is a significant statistical parameter that indicates the distance between the signal's minimum and maximum 

peaks [14]. 

 

Mean (µ): 

This parameter indicates the central direction of the signal in the time domain. Its formula is given by [15]:     
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Where  

xi a vector of the signal samples. 

N is the number of samples. 

Root Mean Square 

The RMS is a powerful tool to estimate the average power in system vibrations. RMS indicates the measurement 

of the power content of signals. An increase in RMS indicates an increase in the overall level of vibration. The 

RMS values can be calculated using the equation [14]: 
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Where: 

N: is the number of samples. 

xi: a vector of the signal samples. 
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Standard deviation 

STD  is a statistical parameter that measures the dispersion of the signal relative to its mean and is denoted by σ 

the Greek letter and is given by [16]: 
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                                                                                                                                (3) 

Where  

xi: a vector of the signal samples. 

N: the number of samples. 

x : is the mean of the collected samples. 

RESULTS AND DISCUSSIONS 

The proposed system is to detect the harmful events that the pipeline is exposed to and which are compared with 

the normal condition which is pre-recorded. After that, the pipe is exposed to three scenarios representing the 

conditions of knocking, drilling and cutting, using a hand hammer, an electric drill, and an electric cutting 

machine. The pipe knocking case was applied on-site to the oil pipeline of the Petroleum Pipelines Company in 

Dhi-Qar, while the cases of cutting and drilling were tested on a sample of the same pipeline and the same 

specifications, with a length of 4 meters. Figure 4 shows the real-time vibration data for the pipeline's normal 

condition without any harmful event (healthy case). 

It was observed that the average normal values of the amplitude of the three axes (X, Y, and Z) are (0.03, 0.02, 

0.87) g respectively. These values represent the basic assumption that characterizes the health of the pipeline, 

with which other damage events are compared to find out the type and nature of damage to the pipeline. It was 

observed that these values increased to become (1.1,1.01, 1.3) g when the drilling event was applied to the pipe. 

It was also noted that the acceleration values of the knock in the Z-axis were the maximum due to the fact that 

the drilling process was carried out perpendicular to the axis. Figure 5 shows the application of the drill case to 

the pipe. Whereas the amplitudes of the three axes (X, Y, Z) in the case of pipe cutting were (2, 2.01, 2.1) g, 

respectively, and as shown in Figure 6. 

 

Figure 4. Healthy case. 
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Figure 5. drilling event case. 

 

Figure 6. Cutting event case. 

Figure 7 shows the case of pipe knocking at a distance of 5 meters from the sensor node, while Figure 8 

illustrates the case of a pipe knocking at a distance of 50 meters from the sensor node. It was observed that the 

attenuation rate of the vibration response signal differed in the two cases. It lasts for several seconds after 

knocking at a distance of 5 meters from the sensor node while fading within a fraction of a second after knocking 

at a distance of 50 meters from the sensor node. Therefore, the distance between sensor nodes must be 

considered when designing WSNs, as long distances between nodes must be divided into shorter distances. 
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Figure 7. knocking event case (at 2m) 

 

Figure 8. Knocking event case (at 50m) 

The statistical features for all cases are shown in Table 2. 

Table 2. The statistical features 

Case  Peak-to-Peak Mean (µ) RMS STD 

Healthly  0.0300 

 

0.0.0275 

 

 

0.0281 

 

0.0058 

 

Knocking 4.1000 

 

0.8737 

 

0.9199 

 

0.2878 

 

Drilling 4.1000 

 

0.8958 

 

0.9880 

 

0.4166 

 

Cutting 2.5900 

 

0.9285 

 

1.0124 

 

0.4036 

 

CONCLUSION 

A real-time monitoring system for oil and gas pipelines based on WSN has been introduced. The proposed 

system uses the proposed system to detect harmful events that may be exposed to pipelines. The system 
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effectively maintains a trade-off between low-cost sensor node resources and the data quality needed for 

detection. The proposed system model consists of a number of sensor nodes, each node consisting of a 

microcontroller, an ADXL 345 accelerometer, and a Wi-Fi transmitter and receiver in order to transfer data 

wirelessly to the coordinator node (base station). The base station connects to the computer to view and analyze 

the data collected from the sensor nodes. The MCU board was chosen as a microcontroller in this business due to 

its good features such as speed, computational power, low cost, small size, and low power consumption. The 

proposed system model was tested on the Petroleum Pipeline Company's pipeline in Dhi-Qar. The sensor nodes 

are attached to the pipe surface. The sensor nodes are attached to the pipe surface. Sensor nodes capture 

vibration signals with accelerometers and send data wirelessly to the base station and from there to the computer. 

Exposure of the pipeline to a range of harmful events was simulated by exposing the pipeline to a state of 

knocking, drilling, and cutting. The results obtained showed that the proposed system provides sufficient 

accuracy to detect harmful events that may be exposed to the pipeline. It also showed its ability to distinguish the 

type of damage (drilling, cutting, knocking) by means of the obtained acceleration values and comparing them 

with the values of the normal state of the pipe (without a harmful event). 
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